ASS|I GNIVENT 5

Text book Assignnent : “Al'S Security (continued),” chapter 4, pages 4-26
t hrough 4-40; “General Security,” chapter 5, pages 5-1
t hrough 5-13.

5-1. The AI'S technical manager 5-4. Backup operations may take
can devel op neasures to use pl ace onsite under which of
in case of energency by the followi ng conditions?
revi ewi ng operations and
records with which of the 1. A partial loss of
foll owi ng personnel ? capability

2. Major damage only
L Production control clerk 3. Major destruction only
2. Response team nenbers 4. Mpjor damage and
3. Shift |eaders destruction
4. Users
5-5. For the purpose of naking

5-2. Al personnel should be backup resources avail abl e,
instructed to take which of which of the follow ng tasks
the follow ng security can be set aside?
neasures if an evacuation of
work areas is ordered? 1. Short-term planning

2. Program devel opnent
1.  Secure classified 3. Weekly processing
material in desks or 4. Backup processing
file cabinets
2. Turn equiprent and room 5-6. When backup alternatives are
lights off consi dered, which of the
3. Cose the doors as areas follow ng substitute
are evacuated but |eave procedures may be
t he doors unl ocked I mpl enented during an
4. Power up the ener gency?
ai r-condi tioning
equi prrent 1. A hard disk input could
be used for a failed

5-3.  To ensure that all safety t el ephone i nput
requi rements of the AI'S 2. Online processing could
facility are satisfied, the be substituted for batch
AI'S technical manager and processi ng

t he operations division
of ficer should review
the protective plans with

what frequency?
1. Monthly

2. Quarterly

3. Sem annual |y
4. Annual ly
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3. Print tapes could be
carried to a backup
facility for offline
printing

4. Both 2 and 3 above



oS- 1.

5-8.

5-9.

To evaluate alternate backup
nodes and offsite

facilities, you should
consider all but which of
the follow ng factors?

1.  A'S hardware usage

2. Mai ntenance personne
for your AI'S building

3. Overtime cost factor for
civil service personnel

4,  Transportation of
personnel wth needed
supplies and materials

When devel oping the optinum
backup plan, it is wise to
form several backup pl ans,
one of which has which of
the follow ng charac-
teristics?

1. Ext ends beyond the cause

of del ay
2. I ncl udes each m nor
partial failure

3. Lasts at least half the
time required to
reconstruct the facility

4, I ncl udes one or nore
operating periods
bet ween m ni num duration
and worst case

Each COOP backup plan should
cover a total of how many
basi c areas?

Fi ve
Si X
Thr ee
Four

o=

oo W

Adm ni strative information
Conput er system
specifications

Per f ormance specifications

User instructions

Fi gure 5A

I N ANSVERI NG QUESTI ONS 5-10 THROUGH

5-12

SELECT FROM FI GURE 5A THE

AREA OF THE COOP BACKUP PLAN
DESCRI BED

5-10.

5-11.

5-12.

5-13.
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The specific ways in which
performance of each task
departs from normal is

1. A

2. B

3. C

4. D

Input in different forns may
be required.

1. A

2. B

3. C

4. D

The | ocation of the system
IS given.

1. A

2. B

3. C

4. D

The process of recovery wll
be carried out nore
effectively and economcally
i f handled by which of the
foll owi ng personnel ?

The users only
The AIS staff only
The users and AI'S staff

Per sonnel other than the
Al'S staff

B




5-14.

5-15.

5-16.

Before recovery from total

destruction is achieved, al
but which of the follow ng
tasks nmust be conpl eted?

1. Locating floor space for
the AIS facility w thout

regard for live |oad
capacity

2. Verifying all needed
har dware, equi pnent, and
materials

3. Performng facility
nodi fi cati ons
4. Procuri ng hardware

For COOP testing, a team
shoul d be assenbled to
perform all except which of
the follow ng tasks?

1. Prepare a scenario for

t he test

2. Control and observe the
t est

3. Eval uate the test
results

4. Provi de training

VWi ch of
standard for
i nspection?

the followng is a
an AIS facility

1. It shoul d be dependent
and subjective

2. It should exam ne the
i nformation system and
its use

3. It should ignore
adequacy controls

4. It should be the first
el enent in a physical
security program
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5-17.

5-18.

5-19.

The characteristic of an

i nspection being independent
and objective inplies that
the inspection has which of
the follow ng relationships
t o nmanagenent ?

1. Repl aces nor nal

managemnment inspections
2. Is a part of norma
managenent visibility
3. Conpl enents nor nal
managemnment i nspections
4. Is a substitute for the
managenment reporting,
system

An inspection can be
expected to acconplish which
of the follow ng tasks?

1. Eval uate security
controls for the AIS
facility

2. Provi de users an
opportunity to nmaintain
the AI'S security program

3. Provide the inpetus to
keep workers and
managenent conpl acent

4. Uncover adequate
operational areas

In determning the frequency

of internal inspections, the
Al'S technical manager should
consi der which of the

followi nqg factors?

1.  Operation workload

2. The rate of change of
the AI'S

3. The SOPS of the AI'S

staf f
4, The results of the | ast

i nspection only



5- 20.

5-21.

5-22.

5-23.

What is the role of the
i nspection teanf?

1. To develop security
controls

2. To evaluate established
controls

3. To enforce control
pr ocedur es

4, To develop security
pr ocedur es

Wi ch of the follow ng
characteristics of the

i nspecti on board nenbers
will NOT affect the success
of the inspection?

1. Ability

2. Objectivity

3. Probi ng nature
4. Punctual ity

Which of the following is
NOT an inportant character-
istic for the inspection
board menbers?

1. Ability to enforce

control s
2. Attention to detai
3. I nqui si tiveness
4 Probi ng nature

Which of the follow ng types
of expertise is helpful for
a menber of the inspection

t eanf?

1.  Operations experience
only

2. Security experience only

3. Security experience and
progranm ng know edge

4.  Operations experience
and progranm ng
know edge

5-24.

5-25.

5-26.
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The group of people who have
the nost to gain from an
effective inspection are the

1. menbers of the

i nspection team

2. menbers of the security
force

3. programers in the
facility

4, users of the facility

Which of the following is a
characteristic of a

conpr ehensi ve inspection
pl an?

1. It is action-oriented
2. It lists actions to be

bypassed
3. It is tailored for
uni versal installation
4, It allows freedomin the
report design

In devel oping a

conpr ehensi ve inspection
plan, what is the third
step?

1. Review the risk analysis
pl an

2. Exam ne the security
policy and extract
pertinent objectives

3. Exam ne the AIS facility
organi zation chart and
job descriptions

4. Revi ew documents to
determne the specified
security operating
pr ocedur es



5-27.

5-28.

5-29.

5-30.

When formulating the 5- 31.
i nspection program which of
the followng areas is the
nost inportant to consider?
1.  The nost recent security
breach w thout regard
for security priorities
2. The activities that
produce mninum results
with the nost effort
3. The critical issues wth
regard to security
4.  The neasures that are
tested nost frequently 5-32.
in day-to-day operations
It is considered
advant ageous to test fire
detection sensors under
surprise conditions for
which of the follow ng
reasons?
1. To test the response to
al arms
2. To test the reaction of
the fire party
3. To test the
ef fectiveness of
evacuati on plans 5- 33.
4, Each of the above
Way shoul d the review of
previous inspection reports
be part of the process of
devel opi ng an inspection
pl an?
1. To show trends
2. To identify weaknesses
t hat shoul d have been 5- 34.
corrected
3. To identify strengths
that were identified

4, To identify previous
t eam nenbers

Wth what frequency should a
schedul ed inspection take
pl ace?
1. Monthly
Quarterly

3. Sem annual |l y
4. Annual |y
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A surprise inspection should
be approved by which of the
foll owi ng personnel ?

1. The facility security
of ficer

2. The AI'S technical
manager

3. The commandi ng officer
of the command in charge
of the AIS facility

4. The conmmandi ng officer
of the user comand

In conducting a schedul ed
i nspection, which of the
followwng is normally the
first step?

1. Interviewing the AI'S
per sonnel

2. Scrutinizing the AI'S
facility records

3. Inventorying the AI'S
hardware capabilities of
the facility

4. Testing the AIS facility
access control
pr ocedur es

Most security inspections

i nclude testing which of the
followng activities at A'S
facilities?

Fire-fighting procedures
Facility evacuation
Syst em backup

Per sonnel pl acenent
procedur es

SESISTS

What is the preferred
frequency at which the

i nspection team shoul d
convene to review progress
and conpare notes?

1. At the end of each day’'s
activity

2. At the end of each
week’ s activities

3. Every 2 weeks

4.  Every 3 weeks



5-35.

5- 36.

5-37.

After the conpletion of the 5-38.

when shoul d the
be prepared?

i nspection,
witten report

1.  Wen requested by the
supervisor of the A'S
facility being inspected

2.  Wien requested by the
commandi ng of ficer of
the AIS facility being
i nspect ed

3. | medi ately after the
i nspecti on,
i npressions are still
fresh

4, After an extended period
of tinme to allow the
i nspection team nenbers
to reflect on the
i nspecti on process

Who is responsible for
i npl enenting the

recommendati ons received

from the inspection? 5- 40.

1. The AI'S technical
manager

2. The security officer

3.  The commandi ng officer

4 The TYCOM

The best approach in
assigning responsibilities
for corrective action is to
summari ze each nmajor
deficiency on a contro

sheet outlining which of the
foll owi ng areas?

1.  An executive sunmary

2.  The action taken or
required

3. The date the deficiency
was di scovered

4, The reporting official
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while the 5-39.

For any control itemthat is
still open, it is
recomrended that reports be
turned in to upper

managenent w th what
frequency?

1 Weekl y

2 Mont hl'y

3. Quarterly

4 Sem annual |y

Wi ch of the follow ng

i nstructions provides

gui delines for inplenenting
security safeguards required
to inplenment the Privacy Act
of 19747

1. SECNAVI NST 5211.5
2. SECNAVI NST 5239.2
3. OPNAVINST 5510.1
4, OPNAVI NST 5239.1
Wi ch of the follow ng
subsections of the Privacy
Act (title 5, section 552a)
requires the use

of safeguards to ensure the
confidentiality and security
of records?

Subsection (b)
Subsection (c)
Subsection (e) (5)
Subsection (e) (10)



5-41.

5-42 .

5-43.

data security
benefits a
whi ch of

A persona
ri sk assessnent
conmmand in all but

the follow ng ways?

1. It saves nobney that
m ght have been wasted
on safeguards that do
not significantly | ower
the overall data risks

2. It ensures that
addi tional security
saf eguards help to
counter all the serious
personal data security
risks

3. It provides a basis for
deci di ng whet her
addi tional security
saf eguards are needed
for personal data

4, It considers only the
risks to personal data

Which of the follow ng
participants should NOT be
I ncluded on the risk
assessnent teanf

1. A representative of the
operating facility

2. An individua
responsi bl e for

3. A system progranmmer

4. A systens anal yst

security

Data nmay be m srouted, m s-
| abeled, or it may contain
unexpect ed persona
information as a result of
which of the follow ng data
security risks?

1. | nput errors

2. Program errors

3 | mpr oper data
di ssem nati on

4. M st aken processing of
dat a

5-44.

5-45.

5-46.
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Wien security measures to
adequately control system
access to personal data are
devel oped, they should
include protection from all
except which of the
follow ng risks?

1. Dial-in access
2. Open system access
3

Physi cal destruction of
the AI'S

4. Unprotected files and
theft of data

Conmmands designing | arge
conmput er networks shoul d
consi der which of the
followng risks early in the
pl anni ng stages?

1. Eavesdroppi ng only

2. M sidentified access and
eavesdropping only

3. Operating system flaws
and subverting prograns
only

4, Msidentified access,
eavesdroppi ng, operating
systens flaws,
subverting progranms, and
spoof i ng

I nformati on managenent
practices include all but
which of the follow ng
activities?

1. Data col |l ecti on,
val i dati on, and
transformti on

2. Information processing
or handling

3. Informati on control,
di splay, and

presentation

4.  Managerial determnation
of the need and use of
the information



5-47.

5-48.

5-49.

Whi ch of the follow ng 5-50.
practices is/are suggested
for the handling of persona
dat a?
1. Label recording nedia
that contain data of
| ocal personnel only
2. Carefully control
products of intermediate 5-51.
processi ng steps
3. Mai ntain an onli ne,
up-to-date hardcopy
aut hori zation |ist of
all individuals who have
access to any data
4. Both 2 and 3 above
Which of the follow ng
practices is/are suggested
for the mai ntenance of 5-52.
personal records?
1. Establish procedures for
mai ntai ni ng correct,
current accounting of
all new personal data
brought into the
conmputer facility
2. Maintain |ogbooks for
termnals that are used
to access any data by
system users
3. Both 1 and 2 above
4. Log each transfer of
storage nedia containing 5-53.
data to the conputer
facility
For a broader know edge of
personal identification and
identification techniques,
you should refer to which of
the FIPS publications?
5-54.
1. FIPS PUB 31
2. FI PS PUB 48
3. FIPS PUB 79
4. FIPS PUB 114
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Which of the follow ng

pi eces of equi pnent m ght be
considered a TEMPEST hazard?

1 Personal conputer
2. Electric typewiter
3. Both 1 and 2 above
4. A copying machine

The vulnerability of a ship
or aircraft can be

determ ned by which of the
foll owi ng neans?

1. A TEMPEST survey

2. A TEMPEST vulnerability
assessnent

3. A TEMPEST investigation

4. An em ssion control test

What is the purpose of
EMCON?

1. To intercept and
rebroadcast signals to
confuse hostile forces

2. To prevent hostile
forces from detecting,

i dentifying, and
| ocating friendly forces

3. To mnimze the anount
of transm ssion tine on
live circuits

4. Both 2 and 3 above

What
security spaces
access control?

is the designation of
requiring

1. Controll ed area

2. Excl usi on area

3. Restricted area

4, Limted area

Which of the follow ng

i nformation should appear in
a visitors log for a
comruni cations center?

1. Visitor’s printed nane
and signature

2. Pur pose of visit

escort’s nane

Date and tinme of visit

Each of the above

and the

&~ w



5-55.

5- 56.

5-57.

The conbination to a
classified materi al

contai ner nust be changed at
what maxi mum interval ?

1. Mont hl'y

2. Every 6 nonths

3. Every 12 nonths

4. Every 24 nonths

Whi ch of the follow ng

statenents concerning the
security classification of a
safe conbination is correct?

1. Al'l conbi nations are
classified Secret
regardl ess of the
classification of
contents stored within

2. Al'l conbi nations are
classified Confidential
regardl ess of the
classification of
contents stored within

3. Al conbinations are
handl ed as offici al
i nformati on

4, Conbi nati ons are
assigned a security
classification equal to
t he hi ghest category of
classified materia
st ored

An individual who is
responsi bl e for safeguarding
and accounting for

classified material is known
by what ternf

1. Cust odi an

2. User

3. Keeper

4, Guar di an
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5-58.

5-59.

Whi ch of the follow ng
conditions for protecting
classified material after
working hours is NOT in
accordance with security

i nstructi ons?

1. Cl assified docunents are
in | ocked authorized
cont ai ners

2. (Cassified notes,
paper, typewiter
ri bbons, and rough
drafts have been
destroyed or are in
| ocked authorized
cont ai ners

3.  The contents of
wast ebaskets contai ni ng
classified material were
not burned, but are in
| ocked authorized
cont ai ners

4.  Burn bags, ready for
burni ng the next day,
are securely stapled,
nunbered, and neatly
lined up along the
bul khead

car bon

What
of tinmes the dia
security container
rotated in the sane
direction to ensure it is
| ocked?

is the m ni mum nunber
of a
must be

Five
Two
Thr ee
Four

Pwrh =



5-60.

5-61.

5-62.

5-63.

During routine destruction
of classified material, what
is the ultimate goal of the
destruction?

1. To clear files of old

material so there is
nore room for new
mat eri al

2.  To make reconstruction
of the material
i mpossi bl e

3.  To prevent unauthorized
reproducti on

4. To destroy the materi al
as quickly as possible

What is the nost efficient
nmeans of destroying
classified material ?

1. Bur ni ng

2. Shr eddi ng
3. Jettisoning
4. Pul pi ng

Persons witnessing
destruction of classified

materi al nust have a
security clearance of at
| east what | evel ?
1. Confidenti al
2. Secret
3. Top Secret
4.  The level of the
materi al being destroyed

Wien is a record of
destruction required for
Secret nessages?

1. If only one person
perforns destruction

2. If the nessages have
speci al marKki ngs

3. If the messages have to
be jettisoned

4, During routine

destruction
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5-64.

5-65.

5-66.

5-67.

destruction of
nmust be
m ni num

Records of
classified nmateri al
mai nt ai ned for what
l ength of tinme?

1. 1 yr
2. 2 yr
3. 6 no
4. 18 no

How are burn bags accounted
for prior to burning?

1. Bags are placed in a
secure place and
inventoried daily

2. Each bag must be
serially nunbered and a

record kept of all
subsequent handl i ng
until destroyed

3. Each office is
responsible for its burn
bag until the day of

destruction

4, On the day of
destruction, each bag is
serially nunbered

What is the naxinmum

all onabl e size of materi al
shredded by a crosscut
shreddi ng machi ne?

L. 1/32 inch wide by 1 inch
| ong

2. 1/32 inch wide by 1/2
inch |ong

3. 3/64 inch wide by 1/2
inch |ong

4.  3/64 inch wide by 1 inch
| ong

If classified material nust

be jettisoned during

energency destruction, what

shoul d be the m ni mum depth
of the water?

1. 500 f at hons
2. 700 fathons
3. 1, 000 fathons
4, 5,000 fathons



5-68.

5-69.

5-70.

Wi ch of the follow ng areas 5-71.
must be covered in a
conmmand’ s energency action
pl an?
1.  Eneny actions
2. QGvil disturbances
3. Natural disasters
4, Each of the above
When a command i npl enents
its energency plan, the 5-72.
priority of destruction
shoul d be based on what
factor?
1.  The speed at which the
material can be
destroyed
2. The anount of materi al
that can be destroyed in
the | east anount of tine
3. The potential effect on
national security should
the material fall into
hostil e hands 5-73.

4. The nunber of personnel
required for destruction

Wien an energency plan is

i npl emented, which of the
following material should be
destroyed first?

SPECAT nateria

Speci al access materi al
COVSEC nateri al
PERSONAL FOR nmt eri al

PONE
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In addition to having an
energency destruction plan,
all commands are required to
have what other type of

enmer gency plan?

1. Fire

2. Evacuati on

3. Security force
4.  Watch security

Whi ch of the follow ng
material should NOT be
destroyed during a
precautionary destruction?

1. Material of a historica
nat ur e

2. Material that has been
super seded

3. Material essential to
conmuni cati ons

4. Material that is
unneeded

What should be done with

superseded classified
mat eri al ?

1. Retain indefinitely

2. Retain for two years,
t hen destroy

3. Retain for one nonth,
t hen destroy

4. Destroy in accordance
with its prescribed tine
frame



